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Drupal core - Remote Code Execution 
 

 

Severity:   CERT.UG rates the severity of this vulnerability as CRITICAL.   

Risk Assessment:  Drupal has released critical updates addressing a vulnerability in Drupal 8, 7, 

and 6.  A remote attacker could exploit this vulnerability to take control of an 

affected system. 

CERT.UG encourages users and administrators to review Drupal's Security 

Advisory and apply the necessary updates. Click the link to be redirected to 

Drupal Security advisory. 

Risk Mitigation:   Upgrade to the most recent version of Drupal 7 or 8 core. 

If you are running 7.x, upgrade to Drupal 7.58. (If you are unable to update 

immediately, you can attempt to apply this patch to fix the vulnerability until 

such time as you are able to completely update.) 

If you are running 8.5.x, upgrade to Drupal 8.5.1. (If you are unable to update 

immediately, you can attempt to apply this patch to fix the vulnerability until 

such time as you are able to completely update.) 

This issue also affects Drupal 8.2.x and earlier, which are no longer supported. 

If you are running any of these versions of Drupal 8, update to a more recent 

release and then follow the instructions on the Drupal's Security Advisory 
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